CHAPTER 6
SECURI TY OF COMMUNI CATI ONS SYSTEMS

A, GENERAL

1. This Chapter describes concepts for physical security of
communications facilities | ocated on and off military
installations, to’ include nobile systens. Specific Security
supFort for facilities that require special security measures
shal | be coordinated between the concerned Conponents.

2. Because of the difference in |ocation, physical |ayout
and equi pment, security considerations nust be thorouPth _
assessed for each comunications system The physical security
program shal|l be tailored to that particular facility or system

B. PQOLICY

1. It is DoD policy that the protection provided to DoD
communi cation facilities and systens shall be sufficient to
ensure continuity of operations of critical users and the
facilities they support. These include nuclear weapon delivery
units and storage facilities, nmain operating bases (for allied
air forces), and primary command and control elenents. The
determnations on strategic inportance, both to the United
States and its allies, shall be based upon whether or not each
nmobi |l e system or facility processes, transmts, or recelVes,

t el ecommuni cations traffic considered crucial by the National
Command Aut horities (NCA), the Chairman, Joint Chiefs of Staff,
or the Commanders in Chief of the Unified and Specified
Commands.

2*  Communi cations systems play a major role in support of
each DoD Conponent’s m ssion, providing operational
conmuni cations in both peacetine and wartinme. These are
attractive targets due to limted staffing, i1solated |ocation
and m ssi on. herefore, security for these systens nmust be an
| nportant part of each command’ s physical security program

_ 3. The DoD Conponent nust review the host installation's
| npl ementation of physical security neasures during inspections
oversight, and staff visits.

4. Access shall be controlled at all conmunications
facilities; only aut hori zed personnel shall be allowed to enter.
Facilities should be designated and posted as Restricted Areas.

5. Depending on regional conditions, commanders should
consi der |ocating enough weapons and ammunition at
comuni cations facili'tres to arm designated onsite personnel.
|f arnms are stored at the facilities, appropriate security
measures and procedures shall be enployed in accordance wth DoD
5100 76-M (reterence (h)).
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6. Existing essential structures should be hardened agail nst
attacks. This includes | arge antenna support |egs, antenna
horns, operations building and cable trays. Future construction
prograns for communications facilities should include
appropriate hardening of essential structures.

C. RESPONSIBILITIES

1. DoD Conponents shall have each major conmand identify
critical comunications facilities and nobile systens.

2. DoD Conponents shall have each commander of a nmjor
command ensure that a security plan i s devel oped for eac
communi cations facility and mobile system under his or her
command. The plan shall include energency security actions and
procedures for emergency destruction of sensitive equipnent and
classified information. The plan may be an annex to an existing
host installation security plan; only the applicable parts of
the total plan shall be distributed to personnel at the facility
or nmobile system

3. The owning DoD Conponent shall arrange for security of
off-installation facilities and nmobile systens wth the closest
US. mlitary installation. This includes contingency plans for
manpower and equi pnent resources during energencies. These
arrangenents can be nade by establishing a formal agreement,
such as an interservice support agreenent. \Whether "the
facilities are located on or off the installation, or nobile,
Installation commanders are responsible for security of
communi cations facilities for I ch they provide host support.

4, (Qperations, maintenance, and communi cations personnel at
t he facility or nobile systemare the nost inportant factor in
security. DoD Conponents shall have each commander of a nmjor
command ensure inplenentation of a training programto ensure
that assigned personnel understand their day-to-day security
responsibilities, are fanmliar with the vulnerabilities of the
facITrty, and are prepared to inplenment energency security
actions. The training program shall include the follow ng:

a. Security procedures and personal protection skills
for assigned personnel.

~b.  The use of weapons and conmuni cations equi pnent for
protecting the facility or nobile system

~¢. Awnareness of local terrorist threats and other
activity in the area.

5. DoD Conponents may issue additional instructions
governing security of the communications facilities.
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D. MOBILE COMMUNI CATI ONS SYSTEMS

In accordance with Chapter 2 of this Regulation, a security
operational concept or standards shall be devel oped for nobile
systens to describe the minimum | evel of” security for the system
I n the expected operational environnent.
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